A practical RFID system: with mutual authentication and privacy protection
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中文摘要：

無線射頻辨識系統是一項新的科技，近年來大量的應用在我們日常生活當中。無線射頻辨識系統為我們的生活增加了許多的便利，但也帶來了隱憂。由於無線射頻辨識系統是利用無線傳輸的方式，如果在無線環境之中有心人士意圖取得無線射頻辨識標籤內的資訊，對使用者的隱私將造成威脅。雖然目前有許多無線射頻辨識安全上的研究，但都無法兼顧安全性和降低資料庫的負擔。因此，我們提出一個新的認證加密方式，符合電子產品碼第二代第一級(EPC Class 1 Generation 2)的標準，利用交互認證的概念，確保標籤和讀碼器之間的傳輸是安全的，我們的方法同時也能降低資料庫的負擔。最後利用多種安全觀點來檢視我們所提出的新方法，並提供此方法適用的環境。
Abstract:

In recent years, a new technology – Radio Frequency Identification (RFID) has involved in our daily life. It brings many conveniences to our life, but it also brings some hidden worries. Due to RFID system uses wireless transmission, there are some malicious people who want to get the information in the RFID tags around the environment, and the user’s privacy would be violated. Although there have been many protection methods in RFID’s security, many researches still suffered from privacy violation and can not lower database loading. Thus, we propose a new authentication and encryption method that confirms EPC Class 1 Generation 2 standard and uses the mutual authentication mechanism to make sure the transmission security between tag and reader. By the way, our scheme not only lower database loading, but also ensure user’s privacy. Finally, we survey our scheme from several security viewpoints, and prove our scheme is feasible in some situations.
